Contact Tracing by Public Health

Agencies and HIPAA Disclosures

Dentists may be asked to provide a patient’s name and other information to public health
authorities to assist in COVID-19 contract tracing. Practices should know what’s allowed
depending on whether or not they’re considered a covered practice under HIPAA.

For COVID-19 contact tracing purposes, does HIPAA permit a covered dental practice to disclose a patient’s
name and other information to a public health authority without the patient’s written authorization? If so, how
much information does HIPAA permit the dental practice to disclose?

HIPAA permits a covered dental practice to disclose protected health information (PHI) to a public health authority
without obtaining the written authorization of the patient (or the patient’s personal representative, such as a parent or
guardian).

According to the HHS Office for Civil Rights (OCR), all states have laws that require health care providers to report
cases of specific diseases to public health officials, and HIPAA permits disclosures that are required by law as well as
voluntary disclosures to public health authorities that are authorized by law to collect information for public health
purposes. For example, a public health authority may need to obtain information about individuals affected by a
disease and to contact those affected in order to allow for actions to prevent further illness.

According to OCR, a “public health authority” is “an agency or authority of the federal government, a state, a territory,
a political subdivision of a state or territory, or Indian tribe that is responsible for public health matters as part of its
official mandate, as well as a person or entity acting under a grant of authority from, or under a contract with, a public
health agency.” Examples include state and local health departments, the FDA, the CDC, and OSHA.

When disclosing PHI to a public health authority, HIPAA requires a dental practice to limit the disclosure to the
minimum necessary information for the purpose of the disclosure. However, the dental practice may reasonably rely
on the public health authority to determine the minimum necessary information. A covered dental practice may
develop policies and procedures for routine and recurring public health disclosures that include the types and
amounts of PHI that may be disclosed.

If the patient or the patient’s personal representative has agreed to the disclosure by signing a HIPAA valid
authorization, the minimum necessary standard would not apply to the disclosure, but the disclosure would need to
comply with any limits in the authorization.

If the patient or the patient’s personal representative has not signed a HIPAA valid authorization, but requests an
accounting of disclosures, the public health disclosure would need to be included in the accounting.

HIPAA does not affect state laws that provide additional privacy protection for patients. For example:
o |f a state law requires a certain disclosure, such as reporting a disease outbreak to the public health
authorities, and is not contrary to HIPAA, HIPAA does not preempt the state law

o |f a state law is contrary to HIPAA and more stringent than HIPAA (i.e., the state law provides more
privacy protection to patients), then HIPAA would defer to the state law.

HIPAA defers to state law on several issues, such as who is considered a patient’s personal representative and when
public health reporting is required by law.
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A dental practice that is not a HIPAA covered entity must comply with state laws on privacy, security and breach
notification. Keep in mind that a dental practice that is not covered by HIPAA may have agreed to comply with all or
part of HIPAA in an agreement, such as a participating provider agreement with a dental plan.

For more information on which health care providers are covered by HIPAA, see the Centers for Medicare & Medicaid
Services (CMS), Are You a Covered Entity?

For more information:

e OCR Public Health
e OCR FAQs: Public Health Uses and Disclosures

e OCR FAQs: Minimum Necessary

e OCR FAQs: Right to an Accounting of Disclosures
e CMS Are You a Covered Entity?

Disclaimer. These materials are intended to provide helpful information to dentists and dental team members. They are in no way a
substitute for actual professional advice based upon your unique facts and circumstances. This content is not intended or
offered, nor should it be taken, as legal or other professional advice. You should always consult with your own professional
advisors (e.g. attorney, accountant, insurance carrier). To the extent ADA has included links to any third party web site(s), ADA
intends no endorsement of their content and implies no affiliation with the organizations that provide their content. Further, ADA
makes no representations or warranties about the information provided on those sites.
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https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/HIPAA-ACA/AreYouaCoveredEntity
https://www.hhs.gov/hipaa/for-professionals/special-topics/public-health/index.html
https://www.hhs.gov/hipaa/for-professionals/faq/public-health-uses-and-disclosures/index.html
https://www.hhs.gov/hipaa/for-professionals/faq/minimum-necessary/index.html
https://www.hhs.gov/hipaa/for-professionals/faq/right-to-an-accounting-of-disclosures/index.html
https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/HIPAA-ACA/AreYouaCoveredEntity

